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(54) Abstract Trtle 

Client/server system runs multiplex/demultiplex objects 

(57) In a distributed data processing system each component is provided with an object orientated platform 
together with instantiations of a generic network object for each application involving data transmission, 
enabling it to run a multiplexing/demultiplexing object appropriate to each application being processed. This 
effectively provides multiple concurrent data "pipes" over a single physical/logical connection. This can be 
used in a retail smart card system. 
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DISTRIBUTED DATA PROCESSING SYSTEM 
METHOD FOR CONTROLLING SUCH A SYSTW 

Field of the Invention 

This invention relates generally to distributed data processing 
systems and more particularly to the control of communication between 
components of such systems . 

Backg round of the Invention 

Access to distributed data processing systems is conventionally 
obtained by tokens such as plastic cards carrying data in the form of 
magnetic stripes. Increasingly, active tokens, referred to,.as_smart -- 
cards,, .incorporating data processing and storage facilities, are being 
used to provide access to more sophisticated facilities such as customer 
loyalty programs. 

Smart cards have been used in various applications including 
retailing, automatic teller machines ( ATM ' s ) and the control of access to 
pay TV facilities. As the use of such cards increases so does the need 
for communicating data in a manner appropriate to the transaction. For 
example, in a retail system using a number of customer transaction tills 
linked to one or more servers for processing transactions controlled by 
smart cards it is highly desirable that each smart card application 
seeking to communicate with a server is connected to a logical data 
"pipe" which delivers all the data connected with the transaction 
efficiently and with an appropriate degree of security. In practice it 
is necessary to use communication links which are already established 
within a network, which may not be ideally suited to a given application. 

Summary of the Invention 

In accordance with the present invention there is provided a 
distributed data processing system comprising one or more processing 
terminals arranged for communication over a communication link or links 
with one or more servers, in which each client processing terminal and 
each server is adapted to provide an object-oriented processing platform 
and is responsive to the establishment of a connection over a 
communication link between a client and a server to transmit a 
multiplex/demultiplex object to the client or server to which it has been 
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connected which object defies a data multiplexor/demultiplexer to be 
used during such connection. 

According to a second aspect of the invention there is provided a 
method for controlling communication between the components of a 
distributed data processing system having one or more client processing 
terminals arranged for communication over a communication link or links 
with one or more servers, comprising providing each component wxth an 
object orientated processing platform and, in response to the 
establishment of a connection over a communication link between a client 
and a server, causing each component involved in the connects to 
transmit a multiplex/demultiplex object to the other component, which 
object defines a data multiplexor /demultiplexer to be used during such 
connection . 

There is further provided a method of controlling communication 
between the components of a distributed data processing system comprising 
providing each component with an object-oriented processing platform, 
providing for each application involving data transmission a network 
object defining a multiplexor/demultiplexer for use in connection with 
such application, and causing each component, on establishment of a 
connection with another component in said system in order to perform an 
application, to transmit the network object associated with such 
application to said other component to permit said other component to 
establish a multiplexor/demultiplexor appropriate to the application. 

Thus each application running in the system is effectively provided 
with its own dedicated data transmission channel or "pipe- which provides 
its own data transmission protocols and the desired degree of security. 

in a preferred embodiment of the invention the system provides a 
generic multiplexor/demultiplexer written in the Java language (Java is a 
trademark of Sun Microsystems, Inc.). In the preferred system, which 
provides for transactions initiated or authorised by smart cards, the 
network objects then run as instances of the multiplexor/demultiplexer, 
being built into each smart card "applet" which requires data 
transmission . 

in order that the invention may be well understood, a preferred 
embodiment thereof will now be described with reference to the 
accompanying drawings in which: 
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Fig. 1. shows in simplified form a distributed data processing 
system embodying the invention. 

Fig. 2. shows the client station of Fig. 1, in the form of a 
transaction processing till in a retail environment. 

Detailed Deaci-iption of t he Preferred Embodiment 

Referring to Fig. l, there is shown in simplified form a retail 
transaction processing system embodying the invention. A client 
station, in the present embodiment a till 1 is attached to a transaction 
processing terminal 2 incorporating a card reader and is equipped to 
perform various applications depending on the transaction performed. 
For example the transaction may be a straightforward cash transaction, or 

a more complex credit card transaction involving the updating of a - 

customer ' s credi-t of loyalty points as "welT as Vhe debiting of the credit 

card account. In the case of a cash transaction the amount of data 
involved may be small. For the credit card transaction however more 
data is generally involved including the exchange of validation data, 
some of which is confidential. Thus the client station includes a 
library of application objects appropriate to each type of transaction 
(Appl. 2...). The card presented to the terminal 2 may also include 
stored objects which the client, station 1 may access. 

The client station includes a communications stack 3, for providing 
signals over a communications link 4 to the remainder of the network, for 
receiving signals over the link 4, and translating them into a form 
usable by the client station. In order to enable a number of 
applications to be handled simultaneously a software 

multiplexor/demultiplexer 5 is provided to control the exchange of data 
between the communications stack and the applications in such a way that 
each application "sees- its own channel on the communications link 4. 

A server station 6 is similarly provided with a communications 
stack 7, and a multiplexor /demultiplexer 8, and also includes an 
application object library for the various applications to be processed. 
Typically this will include applications which may be running on 
terminals other than the single terminal 1, illustrated in Fig. 1. 
Server 6 also has an associated storage unit 9 holding among other things 
customer related data such as details of credit available and password 
40 information. 
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in the preferred embodiment both the client station 1 and the 
server 6 are configured to provide platforms for performing application 
objects or -applets' written in the interpretative object orientated 
language known as Java, and the various multiplexing/demultiplexing 
objects are accordingly written in that language. This conf iguration x. 
conventionally achieved by establishing a Java language interpreter in 
the general purpose processors serving these components. 

Fig 2 shows the client station 1, with a network and multiplexor 
interface object 10, arranged to funnel data from a number of applets 
through the communications stack 11. The applets will typically be 
associated with smart card transactions running in a till and each applet 
that involves data transmission has built into it an instantiation of the 
network object appropriate to its data transfer requirements. The 
network and multiplexor interface object 10 has embedded within it the 
multiplexor objects and methods necessary to process the applets. 

When the till and server connect, part of the sign on process 
involves sending the Java class file that defines the process of 
multiplexing and demultiplexing the data that will be transmitted over 
the communication link. The till sends to the server the Java object to 
be used to demultiplex its data streams, and the server similarly sends 
to the till its Java object to demultiplex the server data streams. 
Once this has happened the applets in the till and the server can 
exchange data in a form that each can understand. The objects exchanged 
will also typically transmit the type of decryption, if any, to be used, 
but not necessarily the decryption algorithm. 

Thus when a transaction is initiated, for example when a customer 
or retail assistant is signed on. the correct version of the 
multiplexor/demultiplexer code is established in the till and the server 
and is used to control the transmission of data for the duration of the 
transaction . 

in a typical installation there will be a number of tills connected 
to a server, not all of which are of the same type or from the same 
manufacturer. By including the appropriate objects in the application 
object libraries the system can be e^ipped to cope dynamically wxth new 
types of till as they are added. 
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It will further be appreciated that the function of the application 
objects is not necessarily restricted to multiplexing and demultiplexing. 

They can for example be used to control encryption and decryption of 
data transmitted over the communication link 4, with provision for 
different types of encryption and decryption. 
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CLAIMS 



1. A distributed data processing system comprising one or more client 
processing terminals (1) arranged for communication over a communication 
link or links (4) with one or more servers, in which each client 
processing terminal and each server is adapted to provide an 
object-oriented processing platform and is responsive to the 
establishment of a connection over a communication link between a client 
and a server to transmit a multiplex/ demultiplex object to the client or 
server to which it has been connected which object defines a data 
multiplexor/demultiplexer to be used during such connection. 

2 A system as claimed in claim 1 in which each client terminal and 

server includes a generic object-oriented multiplexer/demultiplexer and 
one or more application objects each including an instance of said 

multiplexer/demultiplexer . 

3. A distributed data processing system, substantially as described 
with reference to the accompanying drawings. 

4 A method for controlling communication between the components of a 

disputed data processing system having one or more client processing 
terminals (1) arranged for communication over a communication link or 
links (4) with one or more servers (6), comprising providing each 
component with an object orientated processing platform and, in response 
to the establishment of a connection over a communication link between a 
client and a server, causing each component involved in the connection to 
transmit a mult iplex/demultiplex object to the other component, which 
object defines a data multiplexor/demultiplexor to be used during such 
connection . 

5. A method as claimed in claim 4 including providing each client 
terminal and server with a generic object -or ientated 
multiplexer/demultiplexer and one or more application objects each 
including an instance of said multiplexer /demultiplexer . 



A method of controlling communication between the components of a 
distributed data processing system comprising providing each component 
with an object-oriented processing platform, providing for each 
application involving data transmission a network object defining a 
multiplexor/demultiplexer for use in connection with such application. 
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and causing each component, on establishment of a connection with another 
component in said system in order to perform an application, to transmit 
the network object associated with such application to said other 
component to permit said other component to establish a 
multiplexor/demultiplexor appropriate to the application. 



7. A method of controlling a distributed data processing syst« 
substantially as described with reference to the accompanying drawings. 
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